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1 Document History 

1.1 Document Detail 
Title:  O2 Litmus Developer Guide 
Owner:  O2 Litmus Support Team 

1.2 Intended audience 

This document is intended for use by registered O2 Litmus developers to gain an understanding of the O2 
Litmus developer environment and guidance on how develop applications within it. 

1.3 Document Revision History 
Version  Date Author  Comments  
1.0 December 2008 O2 Litmus Support Team First Version 
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2 Introduction 
 
O2 Litmus provides access to the functionality of O2 UK’s core data systems via clear and simple API’s. 
These interfaces are based on Web Services implemented using SOAP. 
 
O2 Litmus has two separated environments: 
 
1. Reference & Integration Environment 
The Reference & Integration environment is designed for testing your applications before publishing them 
into the O2 Litmus Community, and responds with simulated transactions. This environment provides a 
faster response time than the Live Environment due to the simulation of transactions. We strongly 
recommend that you use this environment to test each application ahead of publishing into the O2 Litmus 
Community. 
 
The addresses of the services in the Reference & Integration Environment are shown below: 

·  Network Connection Status API (CSA): 
https://be.o2litmus.co.uk/devProxyFake/litmusapis/ViewConnectionStatus 

·  Location API: https://be.o2litmus.co.uk/devProxyFake/litmusapis/ViewDeviceLocation 
·  Manage Device API: https://be.o2litmus.co.uk/devProxyFake/litmusapis/ManageDevice 
·  Manage Postpay Boltons API: 

https://be.o2litmus.co.uk/devProxyFake/litmusapis/ManagePostpayBoltons 
·  View Account Status API: https://be.o2litmus.co.uk/devProxyFake/litmusapis/ViewAccountStatus 
·  View Device Compatibility: 

https://be.o2litmus.co.uk/devProxyFake/litmusapis/ViewDeviceCompatibility 
 
Below are the addresses of the WSDLs of the Reference & Integration environment: 

·  Network Connection Status API (CSA): 
https://be.o2litmus.co.uk/devProxyFake/litmusapis/ViewConnectionStatus?wsdl  

·  Location API: https://be.o2litmus.co.uk/devProxyFake/litmusapis/ViewDeviceLocation?wsdl 
·  Manage Device API: https://be.o2litmus.co.uk/devProxyFake/litmusapis/ManageDevice?wsdl 
·  Manage Postpay Boltons API: 

https://be.o2litmus.co.uk/devProxyFake/litmusapis/ManagePostpayBoltons?wsdl 
·  View Account Status API: 

https://be.o2litmus.co.uk/devProxyFake/litmusapis/ViewAccountStatus?wsdl 
·  View Device Compatibility: 

https://be.o2litmus.co.uk/devProxyFake/litmusapis/ViewDeviceCompatibility?wsdl 
 
2. Live Environment  
The Live Environment is the environment for test and commercial applications with real system responses. 
 
The addresses of the services in the Live Environment are shown below:  

·  Network Connection Status API (CSA):  
https://be.o2litmus.co.uk/devProxy/litmusapis/ViewConnectionStatus 

·  Location API:  https://be.o2litmus.co.uk/devProxy/litmusapis/ViewDeviceLocation 
·  Manage Device API: https://be.o2litmus.co.uk/devProxy/litmusapis/ManageDevice 
·  Manage Postpay Boltons API: https://be.o2litmus.co.uk/devProxy/litmusapis/ManagePostpayBoltons 
·  View Account Status API: https://be.o2litmus.co.uk/devProxy/litmusapis/ViewAccountStatus 
·  View Device Compatibility: https://be.o2litmus.co.uk/devProxy/litmusapis/ViewDeviceCompatibility 

 
The addresses of the WSDLs in the Live Environment: 

·  CSA: https://be.o2litmus.co.uk/ devProxy/litmusapis/ViewConnectionStatus?wsdl  
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·  Location: https://be.o2litmus.co.uk/ devProxy/litmusapis/ViewDeviceLocation?wsdl 
·  Manage Device API : https://be.o2litmus.co.uk/devProxy/litmusapis/ManageDevice?wsdl 
·  Manage Postpay Boltons API: 

https://be.o2litmus.co.uk/devProxy/litmusapis/ManagePostpayBoltons?wsdl 
·  View Account Status API: https://be.o2litmus.co.uk/devProxy/litmusapis/ViewAccountStatus?wsdl 
·  View Device Compatibility: 

https://be.o2litmus.co.uk/devProxy/litmusapis/ViewDeviceCompatibility?wsdl 
 
 
O2 Litmus provides an access gateway that controls access to the APIs and manages the usage. 
  
Developers wishing to use an API must first obtain an O2 Litmus account by registering as a Developer on 
the O2 Litmus website (www.o2litmus.co.uk) for the use of the API. This is covered in Section 3.  
 
 
 
This guide will not tell you how to program SOAP ca lls to web services in your chosen 
implementation language, but it will give you some basic examples in different programming 
languages. You are advised to have experience in de veloping functionality based on Web Services 
before you attempt to integrate O2 Litmus services into your application. 
 
 
 

2.1 Glossary 

Within this document the following definitions are used: 
 

Term Description  
Client The caller of the GMLC. In this context It would be Location API.  
Customer Developers who make use of the Location API capabilities (via O2 Litmus) to 

request the location of a particular O2 Litmus Member. 
HTTP Hyper-Text Transport Protocol 
ID Identity 
IP Internet Protocol 
MSISDN Mobile Subscriber ISDN. The internationally formatted mobile number, this 

should start with the country code, and not have a plus (+) i.e. 447712345678. 
SAG Service Access Gateway 
SOA Service Oriented Architecture 
SOAP Simple Object Access Protocol 
XML eXtended Mark-up Language 
WSDL Web Services Definition Language 
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3  Getting an O2 Litmus Developer Account 
 
Before being able to access any of the O2 Litmus APIs, it is necessary to have successfully registered as a 
Developer  at the O2 Litmus website – www.o2litmus.co.uk This Developer account will provide access to 
both the Reference & Integration and Live Environments: 

3.1 Application ID’s 

The second set of credentials used in O2 Litmus for validation and configuration purposes is the Application 
ID which is a unique identifier for each application published into O2 Litmus. 

The Application ID is required to configure access to the O2 Litmus API’s. This ID is assigned to your 
application at the point you publish it into O2 Litmus using the “launch a test app” or “put an app on sale” 
processes. 

To test your application in the O2 Litmus Reference & Integration Environment you can fake the application 
ID to test your application, so it is not necessary to publish your app before using the Reference & 
Integration Environment. 

If your application does not intend to use any of the API’s then you do not need to worry about the 
Application ID, however if you do, it is important you correctly configure which API’s your application intends 
to use when you publish your app using the “launch a test app” or “put an app on sale” processes. 

The API configuration option is shown below: 

 
Figure 1  – Creating application that uses getLocation and getBearer Methods 

 
You receive conformation of your unique Application ID once you have completed the app publication 
process, and your application enters moderation. A screenshot is shown below. 
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Figure 2 – Application submission to Moderation, including your Application ID 

 

Note:  You can check the Application ID of any of your applications by viewing them from the “My Apps” 
section within Account Manager. 

 

3.2 O2 Litmus API’s 

 
The API’s currently available are: 
 
Name Description 
Network Connection Status 
(CSA) 

Via calls to this API developers will be able to ascertain if the customer using 
their application is connected to the O2 UK cellular network on either a 
GPRS (2.5G) or UMTS (3G) connection. 
This information is important to allow developers to customise the user 
experience of their application e.g. deliver low resolution images or video to 
2.5G connections, and high res images and video to 3G connections. 
through their mobile handset. 

Location The Location API accepts the O2 Litmus Members mobile phone number, 
which it passes to the core O2 UK mobile network to obtain and return the 
coordinates of the handset. 
This information can be used to power your location application or used in 
mash up’s with 3rd party mapping engines. 

Manage Device The Manage Device API provides a set of flexible functions which allow a 
developer to query the range of handsets supported by O2, and also to gain 
specific information about particular customer handset capabilities 

Manage Postpay Boltons The Manage Postpay Bolt Ons API can be used to retrieve information about 
select kinds of boltons that an O2 Post Pay (i.e. contract) customer has 
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subscribed to, using the O2 customers MSISDN as an input variable. 
View Account Status The View Account Status API provides the ability to retrieve read only 

information on the status of an O2 customers account, providing details on 
various products and services that the customer may or may not have 
enabled on their account. 

View Device Compatibility The View Device Compatibility API can be used to retrieve information about 
a customers device, using an input variable of mobile phone number or 
brand and model. This information includes, the camera type (if available), 
supported media types, connectivity methods and memory size. 
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4 Getting started using Web services 
 
The first step is accurately configuring the API’s your application wishes to use. This is done by selecting the 
relevant API’s displayed in the “Launch an app into test” or “Launch an app for sale” process. See Figure 2. 
 
It is important you get this step right at the point of publication, as the API configuration of the app can not be 
edited after publication into the O2 Litmus Community. If you make a mistake the only option is to remove 
the app with the error from the O2 Litmus Community and publish a new application in its place. 
 
Web services based on SOAP can be accessed from different architectures and is programming language 
independent. We are aware of implementations in FLEX, PERL and PHP, Java and .NET. You may need to 
download a client implementation library for the platform of your choice. 
 
This document describes describes an implementation in Java, PHP, FLEX and .NET. The examples given 
here are not exhaustive and there will be other methods of achieving the required result. 
 
For Java developers 
 
Download the JDK 1.6 and the Apache CXF version 2.2 toolkit.  
 
Link is provided here: 
http://cxf.apache.org/download.html 
 
For .NET developers: 
 
Download the Microsoft .net SDK framework v2.0 and the Microsoft WSE 3.0 toolkit. 
 
For .PHP developers: 
 
Download the PHP version 5.2.6 and PEAR tool for Soap and Web Services.  PHP 5.2.6 and PEAR were 
used with the demonstrations in this document. 
 
Links are provided here: 
 
http://php.net/ 
http://pear.php.net/ 
 
For FLEX/AIR developers: 
 
Download the FLEX SDK toolkit.  FLEX SDK 3.1.0.2710 was used with the demonstrations in this document. 
 
A link is provided here: 
 
http://opensource.adobe.com/wiki/display/flexsdk/Flex+SDK 
 
 

4.1 soapUI – A Webservice Testing Tool 

soapUI is a free tool for Web Service Testing which eases the development of Web Services allowing 
developers to build SOAP testing requests in a very fast way. 
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It also allows a developer to generate all the stubs and skeleton classes needed in Java with any of the 
following tools:  

·  JBoss WS- Artifacts 

·  JBoss WS JAX-WS Artifacts 

·  JAX-RPC  

·  JAX-WS 

·  Axis 1.x Artifacts 

·  Axis 2 Artifacts 

·  Apache CXF 

·  XFire 1.x Stubs 

·  Oracle Proxy Artifacts 

·  .NET 2.0 Artifacts 

·  Gsoap Artifacts. 

For each of these options, the proper tool has to be installed on your system and the path has to be supplied 
on the preferences menu as shown below: 

 

Figure 1 soapUI with Axis 2 and CXF 2.x configured 

A project needs to be created to contain each request configuration and it is recommended to create a 
different project for each platform under test. 

Once the project is created, a developer needs to indicate the WSDL URL to create a request for each 
service published. 
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Figure 2 Add WSDL to a soapUI Project 

The following request is generated: 

 

Figure 3 Request generated by soapUI 

As shown in Figure 4  it also provides an option to add a WSS Username Token which is needed to access 
the O2 Litmus Platform 
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Figure 4 Add WSS Username Token 

The resulting request: 

 

Figure 5 Request with WSS Header 
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5 Development Process 

5.1 Generate Stubs 

The following examples will generate Stubs for Reference/Integration or Live environment. What really 
matters is the way of creation of the Stubs by means of different technologies and not the URLs of the 
WSDLs. 

5.1.1 [JAVA] using Apache CXF 

The Apache CXF Framework package contains a tool for generating the proper stubs and skeletons from a 
WSDL. To use this tool proceed as shown below: 
 
For the Location API 
 
>cd %APACHE_CXF_DIRECTORY%\bin 
 
>%APACHE_CXF_DIRECTORY%\bin >wsdl2java -client -d < OUTPUT_DIRECTORY> -verbose 
https://be.o2litmus.co.uk/devProxyFake/litmusapis/V iewDeviceLocation?wsdl 

A detailed explanation is provided on the following link: 

http://cwiki.apache.org/CXF20DOC/wsdl-to-java.html 

 

5.1.2 [.NET] Generate Client stubs using .NET WSDL. exe 

Sample code for accessing the Location API from a .NET client 
 
> wsdl /language:CS /out: ViewDeviceLocationService .cs  
https://be.o2litmus.co.uk/devProxyFake/litmusapis/V iewDeviceLocation?wsdl 

5.1.3 [PHP] Generate Client stubs using PHP 

Sample code for accessing the Location API from a PHP client: 

 
require_once 'SOAP/Client.php'; 
 
$wsdl_url = 
https://be.o2litmus.co.uk/devProxyFake/litmusapis/V iewDeviceLocation?wsdl 
$WSDL = new SOAP_WSDL($wsdl_url); 
$client = $WSDL->getProxy(); 

5.1.4 [FLEX/AIR] Generate Client stubs using FLEX 

Sample code for accessing the Location API from a Flex client: 

 
<?xml version="1.0" encoding="utf-8"?>  
<mx:Application xmlns:mx="http://www.adobe.com/2006 /mxml" layout="absolute" 
creationComplete="requestLauncher()">  
<mx:WebService wsdl= 
"http://localhost:8080/devProxy/litmusapis/ViewDevi ceLocation?wsdl" 
id="viewDeviceLocationService" showBusyCursor="true "> 
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 <mx:operation name="getLocation" resultFormat="obj ect" 
result="getLocationService_result(event);" 
fault="getLocationService_fault(event);"> 
  <mx:request> 
   <msisdn>447885391545</msisdn> 
  
 <applicationReference>0123456789012345678901234567 89</applicationReference
> 
    <subMerchantId>Submerchant0123456789</subMercha ntId> 
   </mx:request> 
  </mx:operation> 
 </mx:WebService> 
<mx:Script> 
 <![CDATA[ 
  import com.adobe.crypto.WSSEUsernameToken; 
    /** 
    ** Web service client for O2 Litmus application Login API with 
Adobe Air 
    * 
              * @version 1.0, 17-9-2008 
    */ 
  import mx.rpc.events.ResultEvent; 
  import mx.rpc.events.FaultEvent; 
  import mx.utils.ObjectUtil; 
  import mx.rpc.soap.SOAPHeader; 
  import flash.events.Event; 
  
  private function requestLauncher():void{ 
  
 viewDeviceLocationService.addHeader(wsseSecurityHe ader("adm1n@-
5","adm1n")); 
   viewDeviceLocationService.getOperation("getLocat ion").send(); 
  } 
 
 public function wsseSecurityHeader(username:String , password:String) : 
SOAPHeader { 
   var WSSE_SECURITY:QName = new QName( "http://doc s.oasis-
open.org/wss/2004/01/oasis-200401-wss-wssecurity-se cext-1.0.xsd", "Security"); 
   var userToken:String = "UsernameToken-
"+Math.round(Math.random()*999999).toString(); 
   var headerXML : XML = <wsse:Security 
xmlns:wsse="http://docs.oasis-open.org/wss/2004/01/ oasis-200401-wss-wssecurity-
secext-1.0.xsd"> 
   <wsse:UsernameToken wsu:Id={userToken} 
xmlns:wsu='http://docs.oasis-open.org/wss/2004/01/o asis-200401-wss-wssecurity-
utility-1.0.xsd'> 
   <wsse:Username>{username}</wsse:Username> 
   <wsse:Password Type="http://docs.oasis-
open.org/wss/2004/01/oasis-200401-wss-username-toke n-profile-
1.0#PasswordText">{password}</wsse:Password> 
   </wsse:UsernameToken> 
   </wsse:Security>; 
   var header : SOAPHeader = new SOAPHeader( WSSE_S ECURITY, 
headerXML ); 
   return header; 
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  } 
 
 
  private function getLocationService_result(evt:Re sultEvent):void { 
   var result:String = evt.result.toString(); 
  } 
   
  private function getLocationService_fault(evt:Fau ltEvent):void { 
   var result:String = evt.fault.toString(); 
  } 
   
 ]]> 
</mx:Script> 
 
</mx:Application> 

 

5.1.5 General 

Once you have generated the appropriate stubs for the SOAP client in your target language you will need to 
integrate these into your application code to make the calls. An example of this will be given later. In order to 
achieve this you will need to understand the Security model and how it relates to the services behind it. 
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6 Security Model 

6.1 SSL Encryption 

Applications must employ encryption for Web Service requests to the O2 Litmus Platform in the form of SSL. 
Requests to the O2 Litmus gateway are transmitted on the HTTPS protocol. 

6.2 WS-Security 

 
All consuming applications must authenticate against the O2 Litmus Platform using WS-Security 1.0 by 
providing their username and password. The password is in plain text format. The username is a 
composition of the litmus username and the litmus application Id. 

 
 

   <soapenv:Envelope  
xmlns:soapenv="http://schemas.xmlsoap.org/soap/enve lope/"  
xmlns:view="http://soa.o2.co.uk/viewserviceprovider detailsdata_1"> 
   <soapenv:Header> 
      <wsse:Security soapenv:mustUnderstand="1" xml ns:wsse="http://docs.oasis-
open.org/wss/2004/01/oasis-200401-wss-wssecurity-se cext-1.0.xsd"> 
         <wsse:UsernameToken wsu:Id="UsernameToken- 27849296" 
xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/o asis-200401-wss-wssecurity-
utility-1.0.xsd"> 
            <wsse:Username> LITMUSUSERNAME@LITMUSAPPLICATIONID</wsse:Username> 
            <wsse:Password Type="http://docs.oasis- open.org/wss/2004/01/oasis-
200401-wss-username-token-profile-
1.0#PasswordText"> LITMUSPASSWORD</wsse:Password> 
         </wsse:UsernameToken> 
      </wsse:Security> 
    </soapenv:Header> 
   <soapenv:Body> 
 
<!-- SOAP body Payload --> 
 
   </soapenv:Body> 
</soapenv:Envelope> 
 
The UsernameToken header is a standard WSS header detailed in the following link  
http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-username-token-profile-1.0.pdf 
 
Table 1 UsernameToken parameters 
UsernameTok en parameter  Type Description  
wsse:Username string username@applicationId. 

username  is the Developer username for O2 
Litmus and applicationID  is the unique ID 
assigned to each application at the end of the 
“launch an app into test” or “launch an app for 
sale” process.  You can also check your 
application ID by viewing its details in the “My 
App’s” section of the O2 Litmus website.   

wsse:Password string Developer password for O2 Litmus. It is provided 
in plain text format. 
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If the O2 Litmus platform cannot authenticate the request based upon the parameters given then a SOAP 
fault/exception is raised. 
 
<soap:Envelope xmlns:soap="http://schemas.xmlsoap.o rg/soap/envelope/"> 
   <soap:Body> 
      <soap:Fault> 
         <faultcode>soap:Server</faultcode> 
         <faultstring>Authentication failure</fault string> 
         <detail> 
            <ns2:getLocationFault 
xmlns:ns2="http://soa.o2.co.uk/viewdevicelocationda ta_1" 
xmlns:ns3="http://www.o2litmus.co.uk/devProxy/litmu sapis/ViewDeviceLocation" 
xmlns:ns4="http://soa.o2.co.uk/coredata_1"> 
               <ns4:SOAFaultOriginator>Developers P roxy</ns4:SOAFaultOriginator> 
               <ns4:SOAFaultCode>getlocation-00000- 3001-E</ns4:SOAFaultCode> 
               <ns4:faultDescription>Account not 
provisioned</ns4:faultDescription> 
            </ns2:getLocationFault> 
         </detail> 
      </soap:Fault> 
   </soap:Body> 
</soap:Envelope> 
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7 Headers and TransactionId 

The user name and password will be part of the SOAP header (as per the WS-Security standard) sent by the 
consuming application. 

The SOAConsumerTransactionID  is an optional parameter that is not processed, but logged by the SOA 
platform. The purpose of this parameter is to allow the developer to pass a correlation identifier that uniquely 
identifies each transaction (service invocation) 

Although this parameter is optional, developers are highly encouraged to use it. 

When the SOA platform generates a response to the consuming application, a unique transaction ID field is 
returned in the SOAP header called ‘SOATransactionID’. Where there are errors generated from a SOA 
service, the consuming application should specify this field as a reference in the problem report. 

Request SOAP  Header Parameters  

Attribute  Mandatory Type/Maximum  

Length 

Description 

SOAConsumerTransactionID No 

String(100) 
 

Not enforced in 
schema, but 

specified as a 
guideline. 

Sent by the consuming application to specify an 
application-specific parameter that uniquely 
identifies the request and can be used as a cross-
reference when investigating service failures. 
Should be unique for the consuming application. 
 

wsse:Username Yes String(unbounded) 
Username as per WS-Security specification that 
identifies the application or user that makes a 
request to SOA platform.  

wsse:Password Yes String(unbounded) Password as per WS-Security specification. Please 
note that password is in “plain text” format. 

 

Output SOAP Header Parameters 

Attribute  Mandatory Type/Maximum Length Description 

SOATransactionID Yes String(36) 
Unique transaction ID generated by the SOA 
platform as a reference for tracing the request at 
a later point of time. 

A sample request message is as given below: 

<soapenv:Envelope 

xmlns:soapenv="http://schemas.xmlsoap.org/soap/enve lope" 

xmlns:cor="http://soa.o2.co.uk/coredata_1" 

xmlns:wsse="http://docs.oasis-open.org/wss/2004/01/ oasis-200401-wss-wssecurity-secext-
1.0.xsd"> 

   <soapenv:Header> 

        <wsse:Security> 
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            <wsse:UsernameToken>  

                <wsse:Username>App1</wsse:Username>  

          <wsse:Password>Iamafish</wsse:Password> 

            </wsse:UsernameToken> 

        </wsse:Security> 

      <cor:SOAConsumerTransactionID>56576679823</cor:SOAC onsumerTransactionID> 

</soapenv:Header> 

   <soapenv:Body> 

      <!--SOAP Body Payload--> 

   </soapenv:Body> 

</soapenv:Envelope> 

 

A sample response message is as given below: 

<soapenv:Envelope xmlns:soapenv="http://schemas.xml soap.org/soap/envelope"> 

<soapenv:Header xmlns:cor="http://soa.o2.co.uk/core data_1"> 

 <cor:SOATransactionID>3F2504E0-4F89-11D3-9A0C-0305E 82C3301</cor:SOATransactionID> 

</soapenv:Header> 

   <soapenv:Body> 

      <!-- SOAP Body Payload --> 

   </soapenv:Body> 

</soapenv:Envelope>  

 

 

Note: The SOATransactionID is a 36 hexadecimal-digit string 
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8 Invoking a service 
For the purposes of this document the Location API has been chosen as an example service. Other API’s 
will conform to behaviour demonstrated here with only minor differences in WSDL and request / response 
format. 

8.1 Recommended Application Implementations 

It is recommended that applications that access the O2 Litmus Platform use one of the following 
deployment platforms. These technologies have been successfully tested and proven against the current 
O2 Litmus Platform. If you intend to use a different SOAP implementation we will not be able to support 
you in resolving interoperability issues. 
  

·  BEA Weblogic Platform, 9.2 for Web Applications and Portals 
·  Apache Tomcat 6.0.18 for Web Applications and Portals 
·  Visual Studio .Net 2005 for Windows Applications and ASP Applications 
·  Standalone Java using CXF for Java Applications and Web Applications 
·  Standalone AIR application using ActionScript 3 for FLEX Applications and Web Applications  

8.2 Java and CXF over http  

The Apache CXF Framework is recommended to generate all the stubs and skeletons in Java. It also 
provides functions to insert the WSS Headers needed by the O2 Litmus Platform. The main application 
control flow when executing applications based on enabler Web Services is described below.  
 
Precondition: 

·  Any text editor or Java IDE 
·  Java JDK (1.5 or greater) 
·  Generate the java stubs using the command below 
 

>cd %APACHE_CXF_DIRECTORY%\bin 
 
>%APACHE_CXF_DIRECTORY%\bin >wsdl2java -client -d < OUTPUT_DIRECTORY> -verbose 
https://be.o2litmus.co.uk/devProxyFake/litmusapis/V iewDeviceLocation?wsdl 
 
Compile and package the classes into your client jar. 
 

8.3 Namespaces to use in headers  

The invocation to the services enabled in Litmus requires using a SOAP header in all the requests to the 
services. This SOAP header must contain the developer username, the developer password, the application 
ID and the namespace. You can see an example of a security header generated by axis in “8.4 Sample 
Request XML (Generated by CXF)”.  
The namespaces to use are: 

·  Location enabler: http://www.o2litmus.co.uk/devProxy/litmusapis/ViewDeviceLocation  
·  Network connection enabler: http://www.o2litmus.co.uk/devProxy/litmusapis/ViewConnectionStatus  
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9 Code Samples 
As in section 5.1, what really matters here is the language you are developing in. There is no difference 
between the Live and Reference & Integration Environments.   

9.1 Workflow 

�
�
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9.2 Constants 

The following Constants are used in the code fragments below 

// The Location enabler URL 
String loc_URL = 
"https://be.o2litmus.co.uk/devProxy/litmusapis/View DeviceLocation"; 
 
// Namespace 
String namespace = 
"http://www.o2litmus.co.uk/devProxy/litmusapis/View DeviceLocation"; 
 
// WSS UsernameToken Header Parameters 
// Developer Id 
String DEVELOPER_ID = "<DEVELOPER_ID>"; 
 
// Password 

Start

Create WSS 
UsernameToken 

Header

get a Service stub

Populate Security 
header

Repeat for each API you are 
going to call

Inject Header into 
Service stub

Invoke the 
methods

End
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String PASSWORD = "<PASSWORD>"; 
 
// Application ID 
String APPLICATION_ID = "<APPLICATION_ID>"; 
 
// LOC API Parameters 
// the MSISDN to be located for 
String MSISDN = "<MSISDN>"; 
 
// An identifier supplied by the client application  to identify this 
// transaction within their system 
String CUSTOMER_TRANSACTION_ID = "<CUSTOMER_TRANSACTION_ID>"; 
 
// An identifier supplied by the client application  to identify this 
// request within their system 
String APPLICATION_REFERENCE = "<APPLICATION_REFERE NCE>"; 
 
// A Reference for the partner application to ident ify the sub Merchant 
// using the service on behalf of the service provi der 
String SUB_MERCHANT_ID = "<SUB_MERCHANT_ID>"; 
 

   

9.3 Sample Java Code (generated by CXF) 

The CXF tool wsdl2java used to generate the stub and skeletons classes also can generate a standalone 
client for testing purposes which is the one showed below: 

import java.io.File; 
import java.net.MalformedURLException; 
import java.net.URL; 
 
import javax.xml.namespace.QName; 
public final class ViewDeviceLocationService_Client  { 
 
    private static final QName SERVICE_NAME = new 
QName("http://www.o2litmus.co.uk/devProxy/litmusapi s/ViewDeviceLocation", 
"ViewDeviceLocationImplService"); 
 
    private ViewDeviceLocationService_ViewDeviceLoc ationServicePort_Client() { 
    } 
 
    public static void main(String args[]) throws E xception { 
        URL wsdlURL = ViewDeviceLocationImplService .WSDL_LOCATION; 
        if (args.length > 0) {  
            File wsdlFile = new File(args[0]); 
            try { 
                if (wsdlFile.exists()) { 
                    wsdlURL = wsdlFile.toURI().toUR L(); 
                } else { 
                    wsdlURL = new URL(args[0]); 
                } 
            } catch (MalformedURLException e) { 
                e.printStackTrace(); 
            } 
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        } 
       
        ViewDeviceLocationImplService ss = new 
ViewDeviceLocationImplService(wsdlURL, SERVICE_NAME ); 
        ViewDeviceLocationService port = ss.getView DeviceLocationServicePort();   
         
        { 
        System.out.println("Invoking getLocation... "); 
        uk.co.o2.soa.viewdevicelocationdata_1.GetLo cation 
_getLocation_parameters = null; 
        try { 
            
uk.co.o2litmus.devproxy.litmusapis.viewdevicelocati on.GetLocationResponse 
_getLocation__return = port.getLocation(_getLocatio n_parameters); 
            System.out.println("getLocation.result= " + _getLocation__return); 
 
        } catch (GetLocationFault e) {  
            System.out.println("Expected exception:  GetLocationFault has 
occurred."); 
            System.out.println(e.toString()); 
        } 
            } 
 
        System.exit(0); 
    } 
 
} 
 
 
 
 
}} 

 

 

9.4 Sample Request XML (Generated by soapUI) 

<soapenv:Envelope xmlns:soapenv="http://schemas.xml soap.org/soap/envelope/" 
xmlns:view="http://soa.o2.co.uk/viewdevicelocationd ata_1"> 
   <soapenv:Header> 
      <wsse:Security soapenv:mustUnderstand="1" xml ns:wsse="http://docs.oasis-
open.org/wss/2004/01/oasis-200401-wss-wssecurity-se cext-1.0.xsd"> 
         <wsse:UsernameToken wsu:Id="UsernameToken- 19293074" 
xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/o asis-200401-wss-wssecurity-
utility-1.0.xsd"> 
            <wsse:Username><USERNAME>@<APPLICATIONI D></wsse:Username> 
            <wsse:Password Type="http://docs.oasis- open.org/wss/2004/01/oasis-
200401-wss-username-token-profile-1.0#PasswordText" ><PASSWORD></wsse:Password> 
            <wsse:Nonce>LxEsFc8yW8TkR056S/OFsA==</w sse:Nonce> 
            <wsu:Created>2009-04-20T11:27:29.789Z</ wsu:Created> 
         </wsse:UsernameToken> 
      </wsse:Security> 
   </soapenv:Header> 
   <soapenv:Body> 
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      <view:getLocation> 
         <view:msisdn><MSISDN></view:msisdn> 
         
<view:applicationReference><APPLICATIONREFERENCE></ view:applicationReference> 
         <view:subMerchantId><SUBMERCHANTID></view: subMerchantId> 
      </view:getLocation> 
   </soapenv:Body> 
</soapenv:Envelope> 

 

9.5 Sample Response XML 

<soap:Envelope xmlns:soap="http://schemas.xmlsoap.o rg/soap/envelope/"> 
   <soap:Body> 
      <ns3:getLocationResponse 
xmlns:ns2="http://soa.o2.co.uk/viewdevicelocationda ta_1" 
xmlns:ns3="http://www.o2litmus.co.uk/devProxy/litmu sapis/ViewDeviceLocation" 
xmlns:ns4="http://soa.o2.co.uk/coredata_1"> 
         <GetLocationResponse> 
            <ns2:geodetic>51.447840|-0.107603|1046< /ns2:geodetic> 
            <ns2:age>0</ns2:age> 
            <ns2:msisdn><MSISDN></ns2:msisdn> 
         </GetLocationResponse> 
      </ns3:getLocationResponse> 
   </soap:Body> 
</soap:Envelope> 
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10 Migration from SDP to SOA Platform of existing a pplications 
 

In order to ease the migration of your applications, we summarise the main changes that should be carried. 

1. No need to perform an authentication request to an Access service. Instead each request should 
carry the credentials as explained in 6.2 WS-Security. Token are not needed anymore. 

2. The URLs of the services have changed 

API Environment Status URL 

Location API 
Ref Old https://be.o2litmus.co.uk/litmusProxyFake/services/LocationService?wsdl 

New https://be.o2litmus.co.uk/devProxyFake/litmusapis/ViewDeviceLocation?wsdl 

Live Old https://be.o2litmus.co.uk/litmusProxy/services/LocationService?wsdl 

New https://be.o2litmus.co.uk/devProxy/litmusapis/ViewDeviceLocation?wsdl 

Location API 
Ref Old https://be.o2litmus.co.uk/litmusProxyFake/services/CSAService?wsdl 

New https://be.o2litmus.co.uk/devProxyFake/litmusapis/ViewConnectionStatus?wsdl 

Live Old https://be.o2litmus.co.uk/litmusProxy/services/CSAService 

New https://be.o2litmus.co.uk/devProxy/litmusapis/ViewConnectionStatus?wsd 

3. The services described by the wsdl of the new URLs have changed, so it is mandatory to regenerate 
the request with the proper namespaces. The requests made to the previous platform will not work 
against the SOA platform. 
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11 General considerations for developers 
There are several considerations to be taken into account by O2 Litmus developers: 

11.1 Environments 

As commented in the Introduction, the O2 Litmus Platform has two separated environments for different kind 
of API usage: Reference & Integration Environment and the Live Environment: 
 
Reference & Integration Environment 
The Reference & Integration environment is designed for testing your applications before publishing them 
into the O2 Litmus Community, and responds with simulated transactions. This environment provides a 
faster response time than the Live Environment due to the simulation of transactions. We strongly 
recommend that you use this environment to test each application ahead of publishing into the O2 Litmus 
Community. 
 
Live Environment  
The Live Environment is the environment for test and commercial applications with real system responses.  
Addresses of the services in the Reference & Integration and Live environments are shown in section 2.  

11.2 Application Hosting 

The Developer has the responsibility of deploying their own infrastructure with their own application servers 
making the requests to O2 Litmus. Hosting services are available in the Developer & Tools section of the O2 
Litmus website if required. 

Hosting and distribution of the client application to O2 Litmus Community members is a feature of the O2 
Litmus website. However O2 Litmus cannot control alternative methods of distribution (legal or otherwise) of 
your application once it is in the public domain (i.e. downloaded by the first end user). We therefore strongly 
advise the Developer to take the appropriate steps to protect their application. 

11.3 Application Security 

Developers should be highly aware of the security of their applications.  

It is strongly recommended that Developers write their applications in a way that ensures any code that calls 
and authenticates the Developer with the O2 Litmus platform is implemented on their server side, rather than 
in any downloadable client application they may wish to distribute.  

If the Developer embeds their login credentials in a client side implementation there is a risk that this code 
could be decompiled, exposing the Developers account details.  

Developers should take care and verify who is requesting access to their infrastructure and record access 
activity. We recommend the Developer implements a trace/log system as well as a user management 
system. 

Please ensure you are familiar with the O2 Litmus Developer Terms and Conditions before publishing 
applications into the O2 Litmus Community. 

O2 can not bear any responsibility for security breaches to your account for due to poorly implemented code. 

11.4 O2 Litmus API Authentication 

Once you have completed your application you will need to select which of the O2 Litmus API’s that 
application requires access to. This is done by selecting the relevant API’s displayed in the “Launch an app 
into test” or “Launch an app for sale” process. 
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It is important you get this step right at the point of publication, as the API configuration of the app can not be 
edited after publication into the O2 Litmus Community. If you make a mistake the only option is to remove 
the application with the error from the O2 Litmus Community and publish a new application in its place. 

 

 

11.5 O2 Customer Control & Authentication 

O2 Litmus will control which O2 Litmus Community members have downloaded your application, and will 
grant access for their associated mobile phone numbers to the various API’s. 

O2 Litmus will assure that incoming API requests are only granted after checking if the target of the request 
(mobile number) has already downloaded your application and accepted the specific Terms & Conditions of 
your application. 
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12 O2 Litmus Developer Technical Support 
 
 
Firstly ensure you have checked the O2 Litmus FAQ’s, Forums, and Developer documentation. 
 
If you cannot find an answer to your issue using those resources please post your problem into the O2 
Litmus Forum. As a registered developer, you will have access to the forums shown in Figure4. 
 

 
Figure 4  – O2 Litmus Developer Forums 

 
The forums are our preferred support method as they are available 24/7 meaning you may get a faster 
response than emailing us, and of course by posting in the forum other Community members may be able to 
help, and will benefit from the debate and solution to your issue. 
 
Alternatively you can email the O2 Litmus Support team at support@o2litmus.co.uk 
 
The O2 Litmus Support team operate between 08:00 – 17:00 GMT, Monday – Friday 
 
Please include the following information in your email: 
 
• Developer or Company name 
• Affected customer name (if applicable) 
• Developer contact details 
• Affected Service – Method invoked 
• Time of Fault 
• Detailed description of fault 
• Additional Information, Request XML, Response XML, log files, stack traces etc 
 
 



 
 
 

29 
 
O2 Holdings Limited © 2008 All rights reserved. 
 

13 O2 Litmus Error Codes 
Please note the Prefix will differ depending on the API being accessed. 

 
 
������� ��	
� �
��
�	�����
AG-100000-2000-F FATAL Internal Error (Default).  
AG-100000-3000-E ERROR Rejected by SLM monitor SLA 

Exceeded 
AG-100000-3001-E ERROR  Rejected by Policy 

(Authentication Failure) 
<operation name>-00000-3000-E ERROR SLA Violation 

DevelopersProxy-00000-3000-E ERROR Invalid username - Expected 
syntax is: 
developerId@applicationId 

DevelopersProxy-00000-3001-E ERROR Authentication failure – 
Account not provisioned 

DevelopersProxy-00000-3002-E ERROR Authentication failure – Invalid 
password 

DevelopersProxy-00000-3003-E ERROR Authentication failure – Invalid 
applicationId 

 
 

The developer agrees to use the developer guidelines solely in connection with O2 Litmus and for no other purpose. The developer 
guidelines are confidential information provided to you by O2 and is the sole property of O2 and the developer agrees that it will not use, 
reproduce, alter, modify, adapt, disseminate, disclose or publish the developer guidelines, which are also subject to copyright protection.  
The developer will fully indemnify and hold O2 harmless for any loss suffered or incurred as a result of a breach of the foregoing. 


